PRIVACY IN EVOLVING
SOCIAL NETWORKS

Raul Pardo, Musard Balliu, Gerardo Schneider

twitter¥: - @raparuldo

NWPT 2015

UNIVERSITY OF
GOTHENBURG




FACEBOOK PRIVACY SETTINGS

Imagine you only want your friends to
know your location



FACEBOOK PRIVACY SETTINGS

Privacy Settings and Tools

Who can see my stuff? Edit

Use Activity Log

Limit Past Posts



FACEBOOK PRIVACY SETTINGS
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First time trying outdoor climbing! — atIAyna, Spain

Like - Comment - Share




FACEBOOK PRIVACY SETTINGS
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Tough Viking done. What a great race! Very proud of first timer Raul, | have a

feeling this won't be your last! — witthaL'll Pardolat Tough Viking,
I Slottsskogen.l

Unlike - Comment - Share

3 You, and 78 others like this.



FACEBOOK PRIVACY SETTINGS

* John's privacy settings

Edit

« Rall's privacy settings

Edit

Edit



FACEBOOK PRIVACY SETTINGS
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SOCIAL NETWORK GRAPH
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RELATIONSHIP-BASED ACCESS CONTROL
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SOCIAL NETWORK MODEL

friendship

colleague
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FORMAL LANGUAGES

* Knowledge Based Logic - KBL

¢ := plt) | ¢, li,j) | a,(i,j) | ore | ~¢ | Vx.¢ |
Ko | E,o | Sco | Do | Co

* Privacy Policy Language - PPL

d ::= OAJ | [[Cpﬁﬁ(lﬂi | [[_'O('Hi
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SATISFIABILITY - KBL

* Bob knows Alice's location

=KBob &

* Bob knows that Alice
knows Charlie's location

— KBob K Alice &

* Alice and Bob know Bob's
location

] E{Alice,BOb} &
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EXAMPLES - KBL

* If I know a post, I know everyone who liked it

Your colleagues pose bigger threat to your privacy than hackers

Your colleagues pose bigger threat to
your privacy than hackers

The threat from hackers is not nearly as big a problem
as the threat posed by your own colleagues, a privacy
report has revealed. According to research conducted...

Share

3 people|like this.

V x.Yu.Vi.Vn(K, post(n,u)AK like(i,u,n)= K like(i,u,n))
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CONFORMANCE - PPL

« Nobody can know Bob's location

o
—C [[_ISAg\{Bob} ]]Bob

where Ag = {Alice, Bob, Charlie}
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EXAMPLES - PPL

* Only people who liked at least one of
Bob's posts can join his event

Vi.Vn.|-K,,like(i,Bob,n)=-P " joinEvent|,
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INSTANTIATIONS
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EVENTS & RULES - FACEBOOK

EVT . .....=1 post, share,like,sendFriendRequest ,... |

share(Bob, post(Alice,n), Au)

post (Alice ,)€KB,,, (Alice,Bob)EA, . ..
V jeAu KB',=KB,U(C,,share(Bob,Alice,n)|

(A iess |, KB, _, yeetompostllcenh Al ((a)  },KB", , )
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DYNAMICS - EPISTEMIC
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DYNAMICS - TOPOLOGICAL
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DYNAMICS - POLICY




DOES A SN PRESERVE PRIVACY?




PRIVACY IN REAL SOCIAL
NETWORKS







REAL-TIME

* Time-stamp all the elements

of the framework

* Specify intervals of time in

privacy policies
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SUMMARY

* Formal Privacy Policy Framework (SEFM 2014)
- Social Network Model - SN
- Knowledge Based Logic — KBL
- Privacy Policy Language - PPL
- Instantiations
» Evolution of SNs (submitted to POST 2016)
- Formal definition
- Privacy preservation
- Applied to Facebook and Twitter

* Current and Future work
- Relation to Kripke models
- Implementation in Diaspora*
- Adding Real-time
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